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2.2 - Similarity-Calculating Tools

Some tools for app similarity calculation are unusable
when class and m e t h o d identifiers are changed.

SimiDroid [5] uses names to match methods and then

compares their instructions, classifying them as full,

partial, or non-matches. The ratio of the resulting sets is

then used to calculate an overall similarity.

Diffuse [6] also uses method names for matches and could

u s e mapping.txt files to a c c o u n t for obfuscation.

Unfortunately, only developers have those, but we'd like

to compare any APKs we can get our hands on, sources be

damned.

Dexofuzzy [7] implements a fuzzy hash based on code

that is robust against small changes but not against

structural ones -- eliminating large parts of dead library

code or inlining many methods results in entirely
different hashes.

Finally, Elsim [0] uses Normalized Compression Distance

(NCD) to provide a "rip-off indicator." It was still available

when we started looking at this topic but had trouble

analyzing bigger apps. In some cases, we had to stop the

comparison after multiple days without a result.

We pushed some optimizations, but it still was too slow to
analyze modern apps with hundreds of thousands of

methods.

Various approaches are described in academia, but since

they do not provide a PoC, they can Give Time For

Others. In practice, the standard Android SDK

optimizations are indistinguishable from obfuscations for

available similarity tools.

2 . 3 - D a l v i k i s t h e L i m i t

The trouble with analyzing Android apps is that we must

deal with Dalvik bytecode. Since it effectively exists only
in the Android ecosystem, any tools and techniques will

need to be adjusted specifically for it.

(Shoutout to Androguard development picking up after a

dry spell!)

To avoid maintaining special Dalvik tooling, some tools

opt to transpile Dalvik bytecode into a form usable by
tools with a larger audience, such as dex2jar used by

SootUP [8]. Its predecessor, Soot, is used by SimiDroid.
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Unfortunately, Dalvik is not Java. It has a hard limitation

on the number of identifiers in a single DEX file, so tools

need to be able to merge those. It's no big deal nowadays.

However, Dalvik does not impose an upper limit on the

number of instructions in a method, so if it is lifted to Java

bytecode, certain functions must be split because they

contain more than 65536 bytes, which Java bytecode

forbids. This was an open issue that crashes Soot (and

thus SimiDroid) and, for a while, caused SootUP to skip

analyzing a method. While the upstream dex2jar has fixed

the issue [17], SootUP removed this dependency and

integration is left as an exercise to the reader. Also, there

might still be a way to break analysis with large methods

.°(:

2.4 - Summary and Back to Binary

To summarize, tools to compute similarity don't work

well with modern Android apps. Optimizations are

having an overly obfuscating effect, and Dalvik-based

tools have trouble keeping up to date. So what are our

options? What do other fields do to meet their similarity

needs? Turns out: BinDiff is forever [9] (and now open

source!). Let's leave Dalvik be and compile apps to their

binary OAT version using the ARTs ahead-of-time

compilation. Since these binaries are valid ELF files, we

can feed them to a disassembler, create a BinExport [13]

file, and then feed it further to halvarflake's friendly

neighborhood diffing tool based on graph-isomorphism

[10].

3 - A Bit of Examples

What is a function? A miserable little pile of bytes.

Let's go over some questions you might have by now.

We've tried all this on a Pixel 8 hardware phone running

Android 15 (BP1A.250305.019) just to show off this works

on real devices, but an emulator works just as well. Since

the system owns the system-generated OAT files, we need

root to access them. Our test app will be Organic Maps

[11] (version 2025.05.20-5-FDroid).
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