




A learning approach on exploiting CVE-2020-9273 a n use-after-free i n ProFTPd

Well, I might have some reasons for you to give a try:

• your target has no SSH service running (duh);

• your company uses a vulnerable version of ProFTPd

and you want to prove your point on upgrading it;

• This bug turned out to be hard to exploit, so it's a

good opportunity for learning;

grab root or other users cryptogram password for

cracking - this is something interesting I noticed in

memory due to how libc getspnam) function works,

let's see on chapter 6.

All the research related to this exploit was done based on

Ubuntu 20.04.2 and libc 2.31.1. This is important for the

offsets that we'll be using.

However, some months before I finished this article, I

updated my machine to the PopOS distro. Later on, I went

back to Ubuntu 22.04.1, so the offsets of the final exploit
and also the ROP functions will be different I took too

long to finish and publish this article, excuse me for that).

3.1 - Notes on ProFTPd compilation

During my analysis I noticed that the vulnerability can
also be triggered after timeout is reached. But the default

value is too long (1 hour) so you can shorten it by adding

the following compilation flags (but not required for the

exploitation):

- - e n a b l e - t i m e o u t - i d l e = 6 0 \
--enable-timeout-no-transfer=90 \

--enable-t imeout-stal led=120

Also, as we'll see, we'll need mod_copy module. I prefer to

build ProFTPd with this module builtin instead of loading
it via DSO.

Finally, we need to include debug flag "-g" so we can have

debug symbols in gdb:

.3.7rc2/

$ CFLAGS="-g" CXXFLAGS="-g" LDFLAGS=

You may see "Program received signal SIGALRM, Alarm

clock" more often if you decreased the timeouts, but that's

harmless. However, this signal is enough to kill your shell
when you get RCE! So don't do it :) or use 'trap " ALRM'
as soon as you get a shell.

The default compiler used is gec. It's important to keep it
due to the behavior I mentioned earlier.

4 - Analysis of ProFTPd internals

ProFTPd allocates a buffer for each command sent to the

FTP control port.

The commands are processed in "categories". There's a
function called pr_cmd_dispatch_phase) which performs

some logging and prepares the commands to be

dispatched into the PRE_CMD, CMD, and POST_CMD
phases.

These phases are preconfigured in static table arrays, and

each command has its own configuration.

The _dispatch function is called several times, once for

each phase, and "dispatches" commands to the

appropriate modules. The same happens for logging

phases: PRE_LOG, LOG, and POST_LOG.

The phases are processed by pr_ module_call in main.
c:360 as function pointers:

360 mr = pr_module_call(c-›m, c-›handler, cmd);

Each time a user connects to the daemon, it fork(s, and

the child PID is added to the child list structure, and

child _listlen is incremented. There is a pipe between both

parent and child, but it is closed as soon as the fork

happens.

/ c o n fi g u r e - - p r e fi x = / u s r / l o c a l \

-g" make -j4
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ProFTPd uses its own internal memory allocator (please

read previous references for more details about it). The

pool structure is defined as follows:

s t r u c t p o o l _ r e c ‹

u n i o n block_hdr * fi r s t ;
union block_hdr *last;
s t r u c t c l e a n u p *cleanups:

struct pool_rec *sub_pools;
s t r u c t p o o l _ r e c * s u b _ n e x t ;

struct pool_rec *sub_prev;
pool_rec *pa ren t ;

char * f r e e _ fi r s t _ a v a i l ;

const char *tag;

The definit ion of block hdr union is as follows:

union a l i g n {

Long (fi (void):
Long
-ILE *fp:

double d

u n i o n   b l o c k _ h d r   {
u n i o n a l i g n .
c h a r

a ;
p a d [ 3 2 ] : * P a d d i n a and a l i g n i n g */

s t r u c t

void *endp;
u n i o n b l o c k _ h d r *next ;
void *first_avail;

Finally let's see alloc_pool:

s t a t i c void * a l l o c _ p o o l s t r u c t poo l_ rec *p, size_t r eqsz , int exact) /
* kound uc r e q u e s t e d size to an e v e n number aligned units */

n c l i c k s
n c l i c k scks * drick.sz:

of

1) / CLICK_SZ):

union
char

block_hdr *blok;
*first_avail , *new_first_avail;

/* For performance, s e e i f space is available in the most recently

b l o k
i f NULL) {

e r r n o = EINVAL:

return NULL;

first_avail = blok->h.first_avail;

if treas try to allocate memory of zero length.
* This should NOT happen normally: if it does,
* almost guarantee a null pointer dereference

e r r n o = EINVAL:
return NULL;

by returning NULL we

new_first_avail = first_avail + sz;

if (new_first_avail <= (char blok->h. e n d p )
b l o k - s h . first _avail = new_first_avail;
return (void *) firs t_ava i l ;

/ * Need a n e w one that's big e n o u g h */
pr_alarms_block():

p - > l a s t - > h . n e x t =D-Last-eM. next = 210kxexact):

p - › l a s t = b lok :

NOTE: Some comments and #defines were removed for

simplicity.

ProFTPd allocates several pools for different purposes,
but we'll focus on resp_pool since it's the one that is

corrupted. The resp_pool used to store responses that are

sent to the user (for example error messages).

The memory allocations happens via alloc_pool,

however alloc_pool is not called directly. There are

wrappers to take care of some parameters:

616 vove deal (struct pool_rec *p, size_t sz) 1
6 1 8
6 1 9 r e s

6 2 0
S Z ) :

622 r e t u r n r e s .

623 )

As you can see, pcalloc is a wrapper for palloc, which
is d e fi n e d as:

s i z e _ t s z

610 }

604

eturn (void *) First_avai?

ProFTPd uses both palloc and pcalloc, but when it

needs a zeroed out buffer, it prefers pcalloc) over palloc).

We'll see later that we control the p-›last value. To keep

control of the pool blocks, we always need to return on

line 591. If a new block is retrieved, we lose control

because another memory region will be returned and

overwrite the value we previously controlled

There is also an important function called make_sub_

pool, which is mostly called when ProFTPd needs a
temporary pool. Its definition is as follows:

415 struct pool_rec *make_sub_pool(struct pool_rec *p) {
416 block_hdr *blok;
417 pool *new_pool;
418

419 p r _ a l a r m s _ b l o c k ) ;

blok = new_block(0, FALSE):

423 001 1 (polavail - POoL HOR-BYEV 7 (char *) blok-sh.first_avail;
nemset (new_pool 8, s i z e o f ( s t r u c t p o o l _ r e c ) )

428
b l o k - > h . fi r s t _ a v a i l )

new_pool->first = new_pool->last = blok;

if (p) (
e w - p o o l - > p a r e n t = p
2 w 0 0 0 2 s u o - n e x t = 0 - 2 5 0 0 - 0 0 0 1 5

433
if (new_poo l - › sub_nex t )

new_pool->sub_next->sub_prev = new_pool;

438
439

, P=sub_pools = new-p0o1;

pr_alarms_unblock):

443 , return new-pool;
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jef> p *p->last

a = <

c p = 0x5a5a5a5a5a5a5a5a,
f = 0x5a5a5a5a5a5a5a5a,
1 = 0 x 5 a 5 a 5 a 5 a 5 a 5 a 5 a 5 a ,
fp = 0x5a5a5a5a5a5a5a5a,
d = 1 . 7 8 3 8 8 6 7 5 1 7 3 2 1 4 1 8 e + 1 2 7

},

pad = 'I' crepete 32 vezes),
endp = 0x5a5a5a5a5a5a5a5a,
n e x t = 0 x 5 a 5 a 5 a 5 a 5 a 5 a 5 a 5 a .

fi r s t _ a v a i l = 0x5a5a5a5a5a5a5a5a

g e t >

Here it's important to understand that p-›last is a union

type, and when we print p->last we see the values of

cleanups, sub_pools, and sub_next members, which we
control.

Ok, let's recap on alloc_pool:

static void *alloc-pool(struct pool_rec *p, size_t reqsz, int exact) ‹
569 blok = p->las t ;
570 if (blok == NULL) ‹|

571 errno = EINVAL;
5 7 2 r e t u r n t . . .

573 }
574
575 fi r s t _ a v a i l = b l o k - > h . fi r s t _ a v a i l ;

S8? new_first_avail = firs t_avai l + sz;
588

Okay, we did change it, but we know that on line 575 it

will crash again because first_avail is not a valid address.
I decided to point it to my own structure because it

contains data that we can manipulate. Of course, we

assume by now that we know p's address and can

calculate the &p-›cleanups offset.

If we continue execution, we'll see that it crashes again.

So before we continue, let's change the p members again:

g e f > s e t

g e f > p
p->sub_next = &p->tag
*p- › l as t

$10 =
a =

= 0x5a5a5a5a5a5a5a5a,
= 0x5a5a5a5a5a5a5a5a,

1 = 0x5a5a5a5a5a5a5a5a,
fp = 0x5a5a5a5a5a5a5a5a,

= 1 . 7 8 3 8 8 6 7 5 1 7 3 2 1 4 1 8 e + 1 2 7
} .

pad = 'Z' <repete 16 vezes>, "(221\234C\360DV\000\000ZZZZZZZZ" ,
= {
endp = 0x5a5a5a5a5a5a5a5a,
next = 0x5a5a5a5a5a5a5a5a,
fi r s t _ a v a i l 0 x 5 6 4 4 f 0 4 3 9 c 9 1

g e f >

598
blok = new_block(sz exact):
p->last->h.next = blok;
p - > l a s t = blok;

0 8 0

682, blok a first_avaxi = 57 7 (Ovar *) blok-sh.first-avail;

606, return (void *) farst-avail;

Reading the code above, if the size of the block is not large

enough to store the data, it will evaluate to false on line
589, and another block will be retrieved from the pool on
line 597, overwriting p-›last. This is not desirable, as we
would lose control of p's members. We need to make sure

we keep control of the allocations at all times. This is very

important for successful exploitation.

Thus, we need alloc_pool to evaluate to true at line 589

and return at line 591. This means p->last->h.endp should
have a value greater than p->last->h.first_
avail.

At some point, I tried partially overwriting
of p->last, but since I need it to pass the if at
pool.c:576, I thought it would be very difficult

to succeed with this approach.

Now first_avail is a valid pointer and the
condition will be evaluated as true, returning
a pointer controllable by us:

g e f >
$11 =

* p - › l a s t

h = 1
endp = 0x5a5a5a5a5a5a5a5a,
next = 0x5a5a5a5a5a5a5a5a,
fi r s t _ a v a i l = 0x5644f0439c91

gef>
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In addition, cod has cmd->notes member that holds a

pointer to a variable of type struct table _rec (see src/table.
c for more information).

Giving a couple of steps back, you may have noticed that

when a breakpoint is hit in pool.c:569, we are always

pointing p->sub_next to some valid address. This is

because otherwise we would have a crash on sstrncpyO

like the one below:

Srax

$rcx

Srdx
$rsp

Srbp

$rdi

S r ip
$r8

: 0x34
: 0x4343434343434344 ("DCCCCCCC"?)

0x0000555555688768 0x0000555500363234 " 4 2 6 " ? )

0x4343434343434343 ("CCCCCCCC"?)
0 x 0 0 0 0 7 f f f f f f f d 9 3 0 0x0000000000000008

0x00007f1 ffd970 - 0 x 0 0 0 0 7 f f f f f f f d 9 a ® . . ] |
0x0000555500363234 ("426*?)

: 0x4343434343434343 ("CCCCCCCC"?)|
< sstrncpy+161> mov BYTE PTR [rdx], al

0x0000555555688738 "Transfer a b o r t e d . Data connection c l o s e d "

stack —

0x00007fffffffd938 +0x0008: 0x0000000000000004
0 x 0 0 0 0 7 f f f f f f f d 9 4 0 +0x0010: 0x0000555555688769

0x00007f fd948 +0x0018: 0x4343434343434343

0x00007ff f f f f f d 9 5 0 | + 0 x 0 0 2 0 : 0 x 0 0 0 8 7 f f f f f f f d 9 7 8
f f f d 9 5 8 +0x0028: 0x0000000055575a8e

0x00007fff Fffd960| +0x0030: 0x0000000000000004
0 x 0 0 0 0 7 f f f f f f f d 9 6 8 + 0 x 0 0 3 8 :

8x5408005555003632 "26"

(...]

0x0000000000000002

code: x86:64 -

0x555555634d1e <sstrncpy+151>
0x555555634d21 <sstrncpy+154>
0x555555634d25 <sstrncpy+158>

0x555555634d2a
<ss t rncpy+161>
<sstrncpy+163>

0x555555634d2e <sstrncpy+167>
0x555555634d33

0x555555634d37
<sstrncpy+172>
<sstrncpy+176>

0x555555634d3a <sstrncpy+179>

mov
lea

mov
add

sub
moV

t e s t

rdx, r b x

r o X , [rdx+0x1]
c a x . BYTE PTR [rax]
BYTE PTR [rdx], al
DWORD PTR (rbp-0x14]. 0x1

QWORD PTR [rbp-0x38], 8x1

rax, QWORD

e d x , BYTE PTR (rax]

a l , al
source:sstrncpy.ct72 —

67
6 8

69
70

71|

72

d = dst;

if (src 8& *src) {
for (; *src && n > 1; n - - ) ‹

*d++ = *src++;

res++;
74

76
77 *d = '10':

threads
[#0] Id 1, stopped 0x555555634d28 in sstrncpy (), reason: SIGSEGV

[#0] sstrncpy(dst=0x4343434343434343,
t r a c e

src=0x555555688769 26", n=0x4)

The easiest way to exploit this would be partial overwrite

using the "426" error code that ProFTPd writes, by

returning p->last->h.first_avail (that we control) and

manipulate the rest. We could do that by using the stack

(which is more predictable than heap), but the problem is

that given X pointing to an address in the stack, X should

be greater than X+3 in *long size. Also the execution flow

is limited and we cannot write to r-x memory pages (AKA

code).

sstrncpy is the function that copies error messages like

"426" and others. 6
ticket.

tos d

AGLR
TAQUILLA,!

T

A T 5N100!
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The indexes are responsible fo r creating, intentionally,

randomizations, which complicates our exploitation even
m o r e . S e e t h e c o m m e n t s a t t a b l e . c :

struct table_rec 1
p o o l * p o o l

unsigned long fl a g s ;

*are used to seed the hashing function,g e n e r a t e d a t t a b l e c r e a t i o n t i m e , and

so as to defend /mi t iga te
aga ins t at tempts to feed carefully crafted keys which force
t a b l e into its wors t -case per formance scenario.

* For more information on attacks of this nature, s e e :

http://www.cs.rice.edu/~scrosby/hash/CrosbyWallach_UsenixSec2003/
*/

unsigned int seed;

/* Maximum number of e n t r i e s t h a t can be s t o r e d in t h i s t a b l e .
* defaul t maximum (PR_TABLE_DEFAULT_MAX_ENTS) is set

The
f a i r l y h i g h .

* This l i m i t i s present i n order to defend/mitigate against certain abuse
s c e n a r i o s .

t h e maximum length of a g iven chain, to detect other
* that f o r c e the tab le into the worse- (i.e.

t h e n a Table API

for re turn ing the length of the longest chain
* in t h e t a b l e Such a f u n c t i o n c o u l d be u s e d by modu les to de te rmine
* i f t h e i r t a b l e s a r e b e i n g a b u s e d ( o r i n need of
*/I

readjustment).

unsigned int nmaxents;

pr_table_entry_t **chains;
unsigned int nchains;
unsigned int n e n t s ;

/* List of free s t ructures . */
t * f r e e _ e n t s ;

pr_ table-key-Y-*free-keys;

/* F o r i t e r a t i n g o v e r all t h e k e y s i n t h e e n t i r e t a b l e . */
pr_ tab le_en t ry_ t *tab_iter_ent;

/* For i t e r a t i n g through a l l of the
* key.

p o s s i b l e m u l t i p l e v a l u e s f o r a single

*/|
Only used if the PR_TABLE_FL_MULTI_VALUE fl a g is s e t .

pr_table_entry_t * v a l _ i t e r _ e n t ;

e n t r y/* Cache of last looked-UPL_USE_CACHE* by us ing the PR_TABLE_ HE 71a9.
of this fi e l d can be enabled

pr_ tab le_en t ry_ t *cache_ent;

in t (*keycmp) (const void *
u n s i g n e d i n t * k e y h a s h ) ( c o n s t v o i dsize-t const void *, size_t);

void *entremeve) (pr_table-entry_t **, pr-table-entry_* *):

As you noticed, we must have memory layout knowledge
a n d t h e offsets.

5.4 - Leaking memory l ayou t

At t h e moment o u r breakpoint i s triggered, w e can

analyse the memory layout:

gef> vmmap heap
Legend: C o d e | Heap | Stack

S t a r t
0 x 0 0 0 0 5 6 2 5 9 e c b e 0 0 0

End Offset
0 x 0 0 0 0 5 6 2 5 9 e d 0 0 0 0 0 0 x 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x000056259ed00000 0 0 0 5 6 2 5 9 F 0 0 0 0 0 0 0 0 0 0 0 0 0

Perm_ P a t h

rw- heap
h e a p
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