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0 - Introduction

IOKit is the core framework macOS uses for

communication between user space and the kernel,

exposing numerous driver interfaces. Despite ongoing

efforts to harden the platform, IOKit continues to be a

frequent source of vulnerabilities. Identifying which

methods are accessible from user space is a first step for

vulnerability research in this area. It enables the accurate

enumeration of all available endpoints, ensuring

complete coverage during fuzz testing.

This article outlines a structured methodology for

mapping the IOKit external methods exposed to user

space. By employing a combination of static analysis and
runtime enumeration, we can identify accessible

interfaces, pinpoint potential attack vectors, and establish

a solid foundation for effective fuzzing. Our goal is to

enhance the precision and effectiveness of IOKit

vulnerability research.

This guide focuses solely on "external methods," but it is

important to note that IOKit drivers also provide other
communication channels, such as:

• Properties: For reading and writing driver

configuration values

• Notifications: For receiving asynchronous events

f rom the driver

• Shared memory: For efficient large data transfers

• External traps: A legacy method (use external

methods instead)

• Shared Data Queue: For bidirectional queued data

transfer

• IOStream: For continuous data streaming

While this guide does not cover these additional channels,

familiarizing yourself with the material presented here

will help improve your understanding of them.
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