










E0: Selective Symbolic Instrumentation

[ 1 ] - F u z z e r

Role: Drives input generation and verifies vulnerabilities.

Function: Iteratively produces new inputs guided by
solutions from the SMT solver, targeting unexplored or

under-explored paths to increase overall path exploration

a n d t h e l i k e l i h o o do f t r iggering vulnerabilities.

I n addition, the fuzzer plays a role i n vulnerability

verification b y reproducing triggering conditions and

validating observable failures such as crashes or hangs.

[2] - Dynamic Instrumentat ion

(Debugger - LiteTracer)

Role: Manages t h e seamless switching between native

execution and symbolic emulation.

Function: Monitors runtime execution using hardware

watchpoints and protected memory pages. I t triggers
Targeted Emulation when a memory access o n a traced

guarded memory locationi s detected, ensuring that

symbolic analysis i s focused o n relevant code paths.

3 ] - Targeted Emulation

(Selective Symbolic Execution)

Role: Performs symbolic analysis only when necessary
and manages the transition back to native execution.

Function: Utilizes techniques such as Triton's ONLY_
ON_SYMBOLIZED mode t o process only instructions

involving symbolic operands. Importantly, the term
"Selective Symbolic Execution" here encompasses not

only the optimization provided by Triton's ONLY_ON_
SYMBOLIZED mode b u t a lso t h e overall targeted

emulation strategy initiated b y t h e dynamic selective
instrumentation layer (Section 6) when critical memory
accesses a r e detected. I n addition, t h i s component i s

responsible f o r switching back t o native execution once

a l l symbolic registers a r e concretized, thereby

minimizing emulation overhead while capturing detailed

symbolic expressions t h a t r eflec t critical program

behavior.
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[4] - SMT Solver (Z3 - Bitwuzla)

Role: Solves accumulated symbolic constraints.

Function: Computes precise variable ranges and refines

symbolic expressions before passing them t o the Al
analysis layer, ensuring tha t t h e symbolic d a t a i s both

accu ra t e and actionable.

(5] - Binary IR and Decompiler (Binary Ninja)

R o l e : Provides detailed s tructural code context.

Funct ion: Disassembles a n d decompiles binaries t o

extract function boundaries, signatures, assembly code,

pseudocode, and intermediate representations (such a s

LLIL, MLIL, HLIL and SSA forms). These insights help

contextualize t he symbolic expressions for subsequent

LLM analysis.

[6] - AI Layer (LLM Integration)

Role: Conducts vulnerability analysis.

Function: Leverages t h e well-structured symbolic

expressions/definitions g e n e r a t e d i n t h e Selective

Symbolic Execution layer (Section 6) to perform function-
level or data-flow slices vulnerability assessments.

[ 7 ] - Model Contex t Protocol (MCP)

& Agent-to-Agent (A2A)

Status: Early research and development.

R o l e : C o n t e x t r e t r i e v a l a n d a c t i o n invocation.

Function: Provides Al agents with a unified interface to

fetch analysis d a t a (function code, solved constraints,

symbolic definitions) t o enrich LLM context on-demand,

and to invoke E0 operations such as fuzzing, debugging,

sample generation, and verification.






