




T h e Feed I s Ours: A Case for Custom Clients

As discovered by SciresM [12] t h e console h a s a chain

of checks before granting access to most online services.
Unlike i t s predecessor the 3DS t h e switch i s capable

o f identifying a n d subsequently blocking access a t

a hardware, Nintendo account and game level. There is
also no way to forge any set of credentials and each pair

i s linked i t t h e other.

[...]

2 . N E X

At this point t h e Nintendo Switch n o longer has
a console-wide network protocol. Luckily, however, most

games o n the Switch [17] use a protocol released for the

3DS based on the licensed protocol Quazal Rendez-Vous

[18].

The protocol, named NEX, operates off o f a number o f

"protocols" which each contain a number of methods.

While Quazal Rendez-Vous provides a set o f common
protocols tha t a r e shared between al l games, and even

some Ubisoft games, t h e protocols with t h e relevant

ability to query data are all custom to Nintendo [19].

The protocol i n u s e b y m y custom client i s I D 115,

o r DataStore. This protocol is largely about uploading,
modifying a n d querying objects (binaries), with some

metadata a s well a s authorization checks [20]. Super

Mario Maker 2 adds many additional methods that return

packed protobufs in little endian.

[ . . ]

As the packet header for NEX PRUDP Lite (the protocol
version used on the Switch) i s consistent and the payload

formatting uses t h e well documentedprotocol buffer

format t h e process f o r documenting n e w methods

becomes easy; Using Charles Proxy, with SSL certificates

dumped from t h e hardware, and filtering o n t h e host

g22306d00-lp1.s.n.srv.nintendo.net (where *22306d00*

is the server ID for SMM2), you can save the websocket
messages t o a directory and open them i n a hex editor,

checking f o r the Protocol a n d Method IDs.

3. Opening A Public API

Starting a custom client [32] project requires a few

difficult questions t o b e answered. For example: How

many years do you plan on keeping it up to date with the

parent service? A r e you willing t o p u t your own
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credentials a t risk, especially if they cost money? How

should you limit requests so that the parent service
cannot detect your activity? Should you limit access t o

some endpoints to reduce bad behavior? Should you go
open source? Is anyone interested? Some of these I knew

the answer to on release. Others? I learned the hard way.

Finally, the API is a perfect example of bringing the feed

back to the people. The feed really is ours: we created the
content i n it! From the course files to comments t o ninji

events; having access to this data gives the players back

some of what they put in, a s well as letting the scene
understand our game as a whole.

4. The Scene Adapts

The initial release was surprising, i n the sense that the

usecase I expected did not immediately materialize.
I expected methods like user, course, leaderboard queries

to be performed. I expected streamers to use OCR on
capture c a r d o u t p u t t o automatically b r i n g u p

information about the course they were playing. Custom

clients, however, enable entirely new things.

I n the Ninji gamemode, where players race on courses for

a week and the leaderboard i s closed, there is n o way t o

get the rank of other players. As such, players had been

dependent o n reporting the i r ranks i n a centralized

location, or checking for new posts on Twitter. But, really,

there is n o way to get the rank of other players in-game.

[ . . ]

By l a t e 2021 the course format w a s well known [25].

It's a packed binary format in little endian. The file is also

always t h e same size, a s t h e variable length lists for

objects, ground t i les a n d other d a t a i s placed within

a fixed length null initialized area. These files are also

"encrypted" using a simple scheme: A sead::Random

(a simple pseudo-random number generator used by
a number of Switch games) instance is initialized using

random bytes, which a r e then embedded i n t h e course

file, and then used t o initialize a n AES-128 instance,
whose initial vector is also embedded i n the course file.

which i s used t o encrypt the file sent t o the client [26].

While this scheme does require a blob within the game in

order t o perform AES t h i s blob was easily found and

dumped. As a result, every course file from the servers i s

way larger than i t needs to be. By decrypting and then
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gzipping the course file it is possible to bring the size from

0x5BFD bytes t o 3 kilobytes, an eighth the size.

[...]

The Kaitai Struct file representing the course format can

be found on HuggingFace [43].

Returning t o one of the most important missing features

i n SMM2; t h e inability t o view courses, the ability t o

r e n d e r c o u r s e s f r o m c o u r s e fi l e s w o u l d b e e v e n m o r e

powerful than the feature we lost from SMM1. Rendering

courses externally would l e t a player view courses
without disrupting their progress in-game. Luckily, a s a

2D platformer, SMM2 i s easy t o render into a n image

given t h e correct assets and understanding o f t he file

f o r m a t .

By the time the API had been made public a course viewer

project based u p o n t h e course format w a s being

developed i n C # [27], shortly followed b y a browser

implementation [28]. This course viewer was developed

by dumping the savefile of the game, so i t only benefitted

players capable o f running custom firmware. The API

endpoint '/level_data returns the same format, complete

with the same encryption scheme, so i t can serve a s an

a l te rna te d a t a sou rce f o r a c o u r s e viewer. O n c e A P I

integration w a s built into the course viewer i t became

possible for the average player t o view courses.

So, besides saving time, what does being able t o view

courses do f o r players? In-game you can only see i n a

small rectangle around Mario. A player is unable t o pan

their screen independent o f Mario's position, s o a

sufficiently sneaky creator could design a route visible i n

their editor but invisible o r difficult to find in-game. For

example hidden blocks, which are only revealed in-game

when the player hits them from below, are as clear as any

o t h e r b l o c k i n a c o u r s e v i e w e r.

[...]

Custom clients, especially within gaming communities,

inevitably bring about discussions o f fairness. The course

viewer received a f a i r b i t o f scrutiny f o r making i t

artificially easy t o vet the difficulty of a course before
playing, which combined w i t h certain gamemodes i n t h e

game c a n give a n unfair advantage, b u t the ability t o

identify developer exits eventually convinced many
players of its importance in the metagame. And, with the

n o r m a l i z a t i o n o f t h e c o u r s e v i e w e r o n s o c i a l m e d i a a n d

streaming sites, i t eventually became a competitive

necessity to match other players.

5 . T h e S c r a p e

Once one gets access to the feed of data i t is imperative t o

reduce your reliance on it . The company that operates the

feed i s trying their best t o shut you down. S o I began

exploring more endpoints in the hopes of querying all the
d a t a o n t h e s e r v e r s .

For example course comments. They come in a number of
different types: t ex t , reaction images a n d drawings.

Drawings were found t o b e GZIP compressed 320x180

RGBA bitmaps, accessible from a external server.

[ . ]

Comments can also b e placed somewhere within the

course, as well as have the requirement of completing the

course before seeing them. This endpoint gave insight

into a creative side of the game that is usually inaccessible

outside the official client given to us [29].

After almost all of the endpoints were discovered, with

both their request and response fields documented, it was

time to begin scraping.

The key considerations behind effective scraping is: how

can I request a s much a s possible, h o w c a n I remain

undetectable a n d h o w can I know I a m done.

[ . ]

And, anyway, how do w e know w e have all t he courses

anyway? Courses a r e referred t o b y 9 letters and
numbers, with some visibly similar characters removed.

This series of letters and numbers is just for ease of use, a s

i t represents a base 30 alphabet bitwise number. This

b i t w i s e e n c o d e s w h e t h e r t h e I D r e f e r s t o a c o u r s e o r a

"maker", a s well a s a checksum. The number i s then

XORed, which appears t o scramble t h e I D [30]. The

reason why this scrambling is necessary is because games
utilizing the DataStore NEX protocol allocate new objects

with a continuous incrementing ID, known as the data ID.

t o o r c a m p
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